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Introduction

Overview: movianVPN

movianVPN User’'s Guide

For mobile professionals, owning a handheld personal computer such asaPDA or
an advanced cell phone means that downloading e-mail and accessing the Internet
can occur anyplace, anytime. More difficult, however, is ensuring security when
using a handheld device to remotely access confidential information on the
corporate intranet.

movianV PN is a software application that allows mobile professionals to use
their phones to connect securely to their corporate intranet, whether remotely or
on-site at their company. The corporate intranet or VPN (Virtual Private Network)
is accessed through a gateway server the user connects to by wireline dial-up or
wireless access.

Onceauser islogged in to the VPN gateway, information sent in each direction is
encrypted and verified. The communicating parties are authenticated, ensuring
confidentiality and integrity of the data. Authorized users have secure, real-time
access to critical data and application servers behind the gateway, such as e-mail
servers.

movianVPN can be downloaded from the www.certicom.com website and
installed on your computer. The next time you synchronize your handheld device
with the computer, the necessary files will be installed on the device.

The application is smple to use, with only afew steps to follow.

To use movianV PN, you will require:

« A phone or handheld device capable of connection to an Internet Service
Provider or to awireline or wireless LAN

e Information from your VPN administrator regarding the configuration
required for your specific VPN gateway



Overview: movianVPN Introduction

Using this This User's Guide is intended for the movianVPN user with a Sony Ericsson P800
document mobile phone. It provides information on:

¢ VPNsand handheld devices

* Installing movianVPN

« Creating and verifying the policies used to connect to VPN gateways

¢ Accessing and using the gateway

« Diagnostic tools and troubleshooting

If your VPN administrator has already completed a particular chapter’s procedures for

installing and configuring movianVPN on your handheld device, you can move on to
the next chapter.

2 movianVPN User’s Guide



VPNs

Gateway servers

movianVPN User’s Guide

Introduction VPNs

Virtual Private Networks (V PNs) are secure private networks operating either within a
public network like the Internet or within an insecure private network.

A VPN links together particular computers within the wider network and provides
authorized users with secure, confidential transmission of data. Security is maintained
by encrypting communications and by creating secure "tunnels' to direct network
traffic from one computer to another specific computer.

VPNSs can create secure connections between an internal corporate network and
external usersin any combination of the following three forms:

¢ Intranet VPN: Between acentral corporate site and branch offices

¢ Remoteaccess VPN: Between acentral corporate site and individual remote users
(the movianVPN model)

¢ Extranet VPN: Between an enterprise and its business partners, suppliers, and
customers

V PNs provide a cost-effective means for secure e-mail access and functions such as
sharing confidential information, updating databases for remote offices, and
disseminating business applications.

Onceyou arelogged in to aVPN, you can access the servers within the VPN, while
other Internet or intranet users outside the VPN are unable to access the VPN and its
subnets or enclosed networks.

The VPN is accessed through a"V PN gateway server," a computer which recognizes
authorized users and their passwords. The gateway server gives users access to the
application serversfor e-mail and other confidential information behind the gateway
(that is, access to servers within the corporate intranet that have been designated as
part of the VPN).

email
server

authorized
uzer

directory

ISP VPN

field
server

authorized
uzer

authorized
- Q

VPN: can be reached only by
recognized authorized users
Ensures: confidentiality,
authentication, data integrity




VPNs

IPSec

Handheld devices

Introduction

Secure access is provided through a combination of:

¢ Tunneling (directing encrypted communication and routing instructions from one
computer to another specific computer using TCP/IP protocols)

» Encrypting data, and
¢ Using authentication technol ogies that verify the identity of the sender, the identity
of the receiver, and the security of the information transmitted

A VPN must provide areliable, secure communication between al hardware and
software points of the VPN: the |PSec protocol makes this possible.

The IPSec protocol isaframework of standards for network security, aimed at
providing confidentiality, data integrity, and data source verification for any
application using the network.

| PSec protocol ensures that:

« Communicating parties can authenticate both the source and the integrity of the
data

« Thedataisencrypted for secure exchange

« The method of authentication and encryption can be negotiated by the
communicating parties

Using movianVPN, atraditional VPN can aso have handheld devices added to the
configuration.

Handheld devices can connect to the VPN by several options:

¢ Dedicated dia-up modem to access an ISP through the tel ephone network

*  Wireless modem to accessalLoca AreaNetwork or LAN

*  Wireline (Ethernet) accessto aLAN

¢ Modem with data-capable mabile phone to access the | SP

To access the VPN, the handheld device must support the standard IP or Internet
Protocol, which addresses and sends information packets over the network.

Handheld devices can connect to the VPN by awired connection or by awireless
connection, depending on the devices hardware/software configuration.

movianVPN User’s Guide



Introduction VPNs
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For information on the handheld devices and operating systems that can use
movianV PN, see“Interoperability” on page 7.
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Introduction

movianVPN

Gateway access

movianV PN allows mobile professionals to use their handheld devices to connect
securely and easily to a corporate intranet’s VPN gateway. The handheld can then be
used to access the corporate intranet, providing you with secure, real-time accessto
confidential data and application servers behind the gateway, such as e-mail servers.

movianV PN uses | PSec standards to establish a secure end-to-end connection. The
process for an |PSec-based communication works as follows:

*  When your handheld device contacts the VPN gateway server to establish a
connection, the "client” (that is, the part of the software resident on your handheld
device) and the server identify themselves to each other.

There are severa possible authentication methods, including passwords for the
username you login with and tokens for two-factor authentication.

¢ Once the authentication is complete, the client generates a"key" and sharesit with
the VPN gateway server to use for the length of that session.

*  When the client accesses data from the VPN, the gateway server encrypts the data,
using the session key. The encrypted data travels securely across the Internet to the
client, where it is decrypted with the same key.

Encryption isthe process of converting atext or other communication into a coded
format which cannot be read by other parties unless decrypted. Encryption and
decryption relies on shared keys.

Gateways are accessed using a security "policy” configured within movianVPN. The
policy contains the information required to connect to a specific gateway and to
successfully negotiate the exchange of keys that will be used for encrypting the
transmitted data, verifying identities, and confirming data integrity.

The network you use to access the VPN gateway server does not have to be secure.
For example, you may use dial-up access to an Internet Service Provider to reach the
gateway server, or access it through awider corporate LAN.

Once you are recognized by the VPN gateway through providing your user name and
password, movianV PN establishes a secure, encrypted "tunnel" for you to the VPN.
While accessing the servers that comprise the VPN, you are provided with
confidentiality, data integrity verification, and data source authentication for your
communications.

A policy requires specific information from your VPN administrator regarding
connection and encryption protocols, user names and passwords for authentication,
and configuration modes for the particular type of gateway.

movianVPN User’s Guide



Introduction Interoperability

Interoperability

Supported
platforms

Connections

movianVPN User’s Guide

For acomplete list of supported platforms, including gateway support, please refer to
http://www.certicom.com/vpnsupport.

The following specific connections have been tested for interoperability:
« GSM
+ GPRS

Before you can use movianV PN on your phone, you need to create an Internet Access
Point (IAP). You can do this through the Tools folder on the phone, using the Settings
> Connection command. You can set up multiple IAPs, either GSM or GPRS. If you
have more than one AP, you will be prompted to choose an |AP when you log in
though movianV PN.


http://www.certicom.com/vpnsupport

Interoperability Introduction
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System requirements
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Installing movianVPN

To install and run movianVPN, you should have the following as a minimum;
« PC Suite for P800 software on your desktop or laptop computer

To connect to aVPN, you will also require:

¢ Account with an Internet Service Provider (ISP) and/or wireless data provider

movianVPN is contained in azip file. To install movianVPN, follow the steps

bel ow.

e Extract the files to a designated folder.

* Double-click onthe .sisfile.

« Follow theinstructions on the screen to install movianV PN on the Sony
Ericsson P800 device.

You must switch the power off then on after you install movianVPN on your
device.

Note that if you have a previous version of movianVPN on your device, it will be
overwritten during the installation process. Your existing policies will be retained.



Checking the movianVPN version numberinstalling movianVPN

Checking the movianVPN version number

To resolve questions or issues more quickly when E M
receiving technical support, you should be able to =
supply the movianVPN version number.

B

movianVPN T;uls Abhout

Policies:

To check your movianVPN version number:

1. Openthe movianVPN application by tapping
on the Applicationsicon at the top right-hand
corner of the screen and selecting movianVPN  IKE status:
in the applicationsist.

2. Tap on About on the menu bar, then select E m e
movianVPN. The About movianVPN -
window appears.

@ 8

movianVPN 'I-';uls hl]lt

movianVPN
License

Policies:

IKE status:

3. Scroll down to display the movianVPN
version and build number. You will need this
information if you need to contact technica
support. Palicies:

Ahout movianVPN

@ Certicom Corp.

2002, 2003.

Protected by registered
U.S. and foreign patents.
Additional patents

J—

<&

4
TEE @00
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Installing movianVPN Licensing movianVPN

Licensing movianVPN

The movianVPN evaluation license expires after aperiod of 30 days. In the final ten
days of the evaluation period, you will see a message informing you that the license
will expire soon.

To activate movianV PN for alonger period, you must license the application with

Certicom.
Licensing To obtain alicensed version of movianV PN, visit our website at www.cer ticom.com/
movianVPN buymovian and contact one of our channel partners.

Once you purchase alicense, you will receive a.sisfile. When you run thisfile, it will
install alicensefile on your handheld device. The license takes effect when you restart
movianVPN.

Note: You must ensure that you install the license in the same directory as

movianVPN.
Checking the To check on which type of license you currently B S s
current license have for movianVPN and when it expires: "
type : o ——————
Open the movianVPN application Palicies:

movianVPH license

Tap on About on the menu bar then select
License. The movianVPN License window Licensed to: Evaluation Ce

appears. License |D:

The movianVPN License window showsthe | Mumber of seats: 1
current information on whether the installation
islicensed or for evaluation, the number of

licenses (seats), and the days remaining. Select Flease visit iy, certicam.com for

information about purchasing

Done to close the window. e ARVE N iG e ss

i B EHd o=

Days remaining: 28

Getting updates for movianVPN

To download updates for movianV PN, visit our website at www.cer ticom.com and
contact one of our channel partners.

movianVPN User’s Guide 1"



Uninstalling movianVPN Installing movianVPN

Uninstalling movianVPN

12

To uninstall movianVPN follow the steps below.

1. Taponthe Applicationsicon at the top right-hand corner of the screen to show
the applicationslist.
Tap on Control panel.
Tap on Storage manager. The Stor age manager window appears.

Tap on Uninstall. The Uninstall window appears. Select the movianVPN
components in the window and tap on Uninstall.

Note that if you install a new version of movianVPN the previous version of
movianV PN is overwritten automatically. However, the old policies will only be
deleted if you remove the old version of movianVPN first.

movianVPN User’s Guide



Getting Started

Overview: Getting Started

movianVPN User’'s Guide

You must compl ete the following steps before you can use movianVPN to
connect to your gateway:

e Set up your device to connect to the Internet
e Create the policy for your gateway

Your device documentation will explain what you need to do to connect your
device to the Internet. This chapter explains how you create a policy for your
gateway.

Note that your VPN administrator may already have configured your handheld
device to connect to the Internet and created the policy. If thisisthe case, you can
begin “Running movianVPN” on page 31.

Your administrator may have created a policy configuration file, with movian
Deployment Manager (movianDM), a Windows application. You must load the
.sispolicy file onto your device using PC Suite. The next time you run

movianV PN, it will detect the new policy file and ask if you would like to install
it. You may also need a password, if the policy file is encrypted. For more
information, consult the movianDM documentation.

13



Providing a policy for your gateway Getting Started

Providing a policy for your gateway

movianV PN supports access to the gateways listed at http://www.certicom.com/

vpnsupport.

Note: To create a policy for your gateway, you will require specific information supplied
by your VPN administrator. This information may be supplied to you in the table that
follows or in a form such as that shown in “ Appendix C: Information worksheet” on

page 47.

Information required The following information will be required as you create the policy for your
for creating a policy gateway. The information must be entered in afield, selected from a pull-down
list, or selected/deselected using checkboxes.

Note: Not all entrieswill be applicable for your gateway’s policy.

Field, Checkbox or Button

Required

Information/Action

Policy Name

Gateway Type (Please select one)

Gateway IP Address

Perfect Forward Secrecy

Extended Authentication (Nortel
gateway only)

Group:
IKE Suite Cipher:

Hash:
Group Name

Group Password

User Name

User Password

User Passcode (SecurlD)

IPSec Suite

14
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http://www.certicom.com/vpnsupport

Getting Started Providing a policy for your gateway

Creating a policy for To create apolicy for a Cisco VPN Concentrator 3000 gateway you will require

a Cisco VPN the following information from your VPN " S—— =
Concentrator 3000 administrator: @Lm‘%&“ﬁ %—%?P
T ELRE N Tools  About
gateway » Gateway IP address T —
»  Select/deselect Perfect Forward Secrecy Edit policy _ )
»  Group name, group password, user name pelete policy |
e Diffie-Hellman group Import policy

¢ IKE Suite, IKE Hash and IPSec Suite settings
*  SA (Security Association) life setting

[KE status:

1.  Openthe movianVPN application by
tapping on the Applicationsicon at the top
right-hand corner of the screen and selecting
movianV PN in the applications list.

Log in

s BEAg HdJd o=

2. TaponmovianVPNonthemenubarand & m5@ [ @ 38
select New policy. Tap the Policy Name movian¥PH  About
field and enter the name. The policy name
must be no more than ten characters long.

Folicy name: | cisco |

e type: | Please select... |

Note: To complete most text fields, you can use G address: | |

the handwriting recognition capabilities of the
device by writing information in the bottom half m}
of the screen. Alternatively, you can tap the EISC
keyboard icon in the bottom left corner to set the
name of the new policy using the keyboard. Tap |1/ 2|3]4|5|6|7|8]9)0|«

the Done button when you have finished entering e ] oy L] PI |‘J

q|w
: capla|s|d[flg|h]j|k|
the name with the keyboard. DL

abe|agd| 123 IRE

T ES Hq o=

3. Tapon the Gateway field and use the scroll : 7 85
key to display alist of al the available @k [I]% ﬁ %@f‘o"
gateways. Select the Cisco VPN .
Concentrator 3 gateway. Folioy name: | cisco |

i type: | Please select.. &

movianVPN Ahuut

Please select one

Cisco VPN Concentrator 3

Cisca Unified Client
Mortel Contivity Series

_General Account

Cancel
L EAE q O

movianVPN User’s Guide 15



Providing a policy for your gateway Getting Started

4. Taponthe Addressfield and set the IP i . oo
address field of the gateway. You can set %mﬂ?;ﬁt s
the I P address explicitly or use adomain
name. Contact your VPN administrator for
the IP address of your gateway.

Folicy name: | cisco

s type: | Cisco VPN Co... @
S address: | 234.675.876.463

Use perfect fonward secrecy D
Uze extended authentication

_General Account

Cancel || %
L EAE q O

5. TaptheUsePerfect Forward Secrecy  [IE MW@ 1 @788
checkbox if thisfeature is required. For movianVPN  About
information on Perfect Forward Secrecy
see “Perfect Forward Secrecy” on page 28.

Folicy name: | cisco

e type: | Cisco VPN Co... <]
Note: The Extended Authentication XAUTH W address: | 234.675.876.463 |
Mode option is selected by default and locked

as required by the Cisco VPN Concentrator

3000 gateways. When you connect to the Use perfect fonvard secrecy
gateway, you will be asked for further Use extended authentication
authentication, supplied by your VPN

administrator. For information on Extended

Authentication, see" Extended Authentication” -
General | Account

on page 28.
Cancel

L EAg EHd o=

6. Tap the Account tab at the bottom of the  [IE "B 111 @88’
screen to continue to set up the new policy.  movianVPH  About

All the information in this window will be I r —
supplied by your VPN administrator. owppiser] |

7. Tap on the appropriate fields to set the Username: | |
Group Name, Group Password and User IKE group:
Name,

IKE hash:

IPSec suite: ESP|P_3|JE... L

54 lifetime (h: {y

General| Account)
Cancel \EI
qQ

i B

16 movianVPN User’s Guide



Getting Started Providing a policy for your gateway

8. TaponlIKE Group and set the Diffie- E*m _
Hellman group. mwién:u'N ﬂ_.Euut :

5= GRP1 DH-7ES

i 1| GRP2_DH-1024
GRPS5_DH-1536
GRP?_ECDH-163
GRPY_ECDH-263

IFSec =

SA lifetime

E_General Accuuntg

Cancel

TLEEE q O

9. TaponlKE cipher and set the cipher suite . o
(see “IKE Crypto Suite” on page 29). E -

mwian\fN

IKE cipher. |3DES_CBC =
IKE hash: | DES_CBC

IPSec suite:

AES128_CBC
AES192_CBC

E_Generallﬂcc AES2E6_CBC

S lifetime Ch:

Cancel
LB qJ O

10. Tap on IKE hash to set the hashing e
algorithm. =]

movianVPN  About

Group name:
Group pasamord:

Uzer name:

IKE group: GRP"_DH—TEB =
IKE cipher: |JDES_CBC =

IE hash:

IPSec suite: |RiIES

SA lifetime Ch): _SHA

f_GeneraI Accuuntg

Cancel
S.EAs J O

movianVPN User’s Guide
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Providing a policy for your gateway Getting Started

18

11. Tapon|PSecsuiteto set the IPSec suite [ === —

(see “1PSec Crypto Suite” on page 29 for
more information on this setting).

12. Adjust the SA Life control to set the o
lifetime of the security association (see
“SA (Security Association) Life” on
page 29 for more information on this
setting).

m

SA

&

=

IP_NULL_MD5S95 <3|
ESPIP_NULL SHA-96
ESPIP_DES_NULL
ESPIP_DES_MD5-95
ESPIP_DES_SHA-9G
ESPIP 3DES NULL
ESFIP_3DES_hD5-55
ESPIP_3DES SHA.96
ESPIP_AES126_NULL
ESPIP_AES128_MD5-95
ESPIP_AES125_SHA-OE
ESPIP_AES192_NULL
ESPIP_AES152_MD5-95
ESPIP_AES192 SHA-95
ESPIP_AES256_NULL
ESPIP_AES256_MD5-96 &

Al s e Ta e

13. To complete the policy, select Back. Your E %ﬁ}
new pO”Cy is Compl ete. muv.ian‘U'P T;uls Ahout
Paolicies:
cisco |
IKE status:
Log in
i J O

movianVPN User’s Guide



Creating a policy for
a Nortel Contivity
Series gateway
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Getting Started Providing a policy for your gateway

To create apolicy for aNortel Contivity Series VPN gateway you will require the

following information from your VPN
administrator:

e Gateway IP address

e Select/deselect Perfect Forward Secrecy

o Select/deselect Extended Authentication
(and chosen form)

« A combination of group name, group
password, user name and user password,
depending on the authentication selected

« Diffie-Hellman group

* |IKE Suite, IKE Hash and |PSec Suite
settings

*  SA (Security Association) life setting

1. Openthe movianVPN application by
tapping on the Applicationsicon at the
top right-hand corner of the screen and
selecting movianVPN in the applications
list.

2. Tap onmovianVPN on the menu bar and
select New policy. Tap the Policy Name
field and enter the name. The policy name
must be no more than ten characters long.

Note: To complete most text fields, you can use
the handwriting recognition capabilities of the
device by writing information in the bottom
half of the screen. Alternatively, you can tap the
keyboard icon in the bottom left corner to set
the name of the new policy using the keyboard.
Tap the Done button when you have finished
entering the name with the keyboard.

3. Taponthe Gateway field and use the
scroll key to display alist of all the
available gateways. Select the Nortel
Contivity Series gateway.

B meme s
lmwianVPN Tools About

New policy
Edit policy

Delete policy | NN

Import policy

IKE status:

Log in

A BEAE HJ oo

B oDf e 88

movianWVPH  Ahout

Policy namea: | nortel |

e type: | Please select... v|

G address: |
nortel

1(2|3|4(5|6(7|8(9)|0|+
qwertyuiup‘J
caplafs|d[flg[h|j[k|I
2+ [z[x[c[v|[b]n[m[.][ 2
abe|a&s123 |7

B HJq O

B DN e 8

movianVPN  About

Policy name: | nortel |

i type: | Please select.. &

Please select one

Cisco VPN Concentrator 3

Cisca Unified Client
Mortel Contivity Series

_General Account
Cancel

o BEAg HdJd o=
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4. TapontheAddressfield and set the IP i e oo
address field of the gateway. You can set %iaﬂ?ﬁﬁt Qb
the I P address explicitly or use adomain
name. Contact your VPN administrator for
the IP address of your gateway.

Policy name: | nortel |

v type: | Nortel Contivi... <
s address: | 234.765.498.657 |

Use perfect fonward secrecy D
Uze extended authentication I:‘

_General Account

Cancel
5 ERE q o=

5. TaptheUse Perfect Forward Secrecy B —— —
checkbox if thisfeature is required. For @ ﬂ?ﬁiﬁt %‘%9’
information on Perfect Forward Secrecy movian ou

see “Perfect Forward Secrecy” on page 28.  Felicy name:  nortel |
@i type: | Nortel Contivi... <

Gl address: | 234.765.458.657 |

Uze parfect fonvard secrecy
Use extended authentication I:‘

-General Account
Cancel \EI

i Bl Ed o=

6. TaptheUseExtended Authentication - =
checkbox if this featureis required. B Oeme 8
movianVPN  About

Policy name: | nortel |

s type: | Nortel Contivi... <]
G address: | 234.769.498.657 |

Use perdect fonward secrecy
Uze extended authentication

[Please select... <|

_General Account

Cancel
il = q o=
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Getting Started Providing a policy for your gateway

7. Select the desired form of extended E m ¢
authentication, as directed by your VPN movianVPN  About
administrator.

Note: When you log into the gateway, you will
be asked to supply the selected form of
extended authentication, supplied by your VPN
administrator. For further information, see

“ Extended Authentication” on page 28.

Policy name: | nortel |

v type: | Nortel Contivi... <
s address: | 234.765.498.657 |

Use perfect fonward secrecy
Uze extended authentication

Please select... =+

Please select one

Gej Username and Password

SecurlD

| Lancel | |£-|-
FLEAg J O

8. Tap on the Account tab at the bottom of E m
the screen to continue setting up the new o
policy. All the information in this window

-
movianWVPH  About

Wl” be wpp“ed by your VPN Group name:
administrator. Group password:
User name:

9. Tap onthe appropriate fields to set the
Group Name, Group Passwor d and User
Name.

IKE group: | GRP1_DH-768 =
IKE cipher. |3DES_CBC =
IKE hash: | MD3
IFSes suite: | ESPIP_3DE... =

S lifetime Ch: {1y

 General ﬂccuunt]

oOERE g O

10. TaponIKE Group and set the Diffie- E m" : ﬁ};
Hellmann group. muv.ian‘:.'PN ﬂ-.‘l;uut F

Group pasaward:

L GRP1_DH-7B5
e h) GRP2_DH-1024
GRP5_DH-1536
GRF7Y_ECDH-163
GRPI_ECDH-233

:General AccuuntJ
Cancel

ILEA EHd o=

IPSac =

S lifetime
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11. TaponIKE cipher and set the cipher h m - gg

suite. movianVPH .i;l;nut .

Group name:
Group pasaword:
User name:
IKE cipher. |3DES_CBC =

IKE hash: | DES_CBC
e SOES CEC
AES128_CBC
AES19Z_CBC

|General| Ace AES2E6_CBC

Cancel
S BEAR q o=

S lifetime Ch:

12. Tap on IKE hash and set the hashing E m ¢ g
algorlthm' muv.ian‘:.-"PN ﬂ-k‘l;uut g g
IKE hash: | MD5 =
SA lifetime (hy: _SHA
General Accnunt]
B q o=
13. Tap on IPSec suite to set the IPSec suite BEEr e e 1
(see “IPSec Crypto Suite” onpage 29 for = 2o = o A:QE
more information on this setting). = EcPIP DES NULL
14. Adjust the SA Life control to set the SniiEsE D= SEDS 0

ESFIP_DE=_SHASE
ESPIP_3DES_MULL

lifetime of the security association (see
“SA (Security Association) Life” on e

. . . ESPIF el DE -_-_r-.-'1 D5-96
page 29 for more information on this ESPIP 3DES SHAOR

setting). ESPIP_AES128_NULL
ESPIP_AES128_MD5-0B
ESPIP_AES128_SHA9E
54 ESPIP_AES192_NULL
— | ESPIP_AES192_MD5-96
Ge| ESPIP_AES192 SHADE
ESPIP_AES256_NULL
ESPIP_AES256_MD5-96 o

- T e el T et

LI
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Getting Started Providing a policy for your gateway

15. To complete the policy, select Back. Your Em @
new pOIICy |scomplete. mwilan;}PN f;uls About
Policies:
IKE status:
Log in
IEg HJOD
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Providing a policy for your gateway Getting Started

Creating a policy for
Cisco Unity with a
Cisco 3000 v3.0

gateway

24

To create apolicy for Cisco Unity with the Cisco

3000 v3.0 gateway, you will require the B

following information from your VPN @ mw*‘ﬁm %"?;%B-

administrator: _ LUETLNE N Tools  About

New policy

e Gateway |P address Edit policy : =

»  Select/deselect Perfect Forward Secrecy pelete policy |

e Group name, group password and user name | Impaort policy

« Diffie-Hellman group

¢ |IKE Suite, IKE Hash and I1PSec Suite
settings

e SA (Security Association) life setting

IKE status:

1.  Openthe movianVPN application by
tapping on the Applicationsicon at the top
right-hand corner of the screen and [Lagin]
selecting movianVPN in the applications B qd O
list.

2. Tap on movianVPN on the menu bar and Z@ mw > @ 88
select New policy. Tap the Policy Name movianVPH ﬁ'{mm whe

field and enter the name. The policy name
must be no more than ten characters long.

Folicy name: | cisco |

@i type: | Please select... ]
Note: To complete most text fields, youcan use e saaress: | |
the handwriting recognition capabilities of the I
device by writing information in the bottom half | | %] |[Done |
of the screen. Alternatively, you can tap the cisco
keyboard icon in the bottom left corner to set the
name of the new policy using the keyboard. Tap [z 3[4[5[6|7]8]90 |«

the Done button when you have finished wle|r[t[y[u[i[o]p] |

entering the name with the keyboard. caplas|d|flg|h|j|k[I]
2+ [z[x[c[v|[b|n|m|.] <
abe|aaa 123 REE

B Hq o

3. Taponthe Gateway field and use the scroll - P ey
key to display alist of al the available %ﬂ?ﬁft &

gateways. Select the Cisco Unified Client
ga[e[\/ay Policy name: | cisco |

& type: | Please select.. =

Please select one

Cisco WPN Concentrator 3

Cisco Unified Client
Martel Contivity Series

-General Account
Cancel

S Bl EHd o=
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Getting Started Providing a policy for your gateway

4. TapontheAddressfieldand setthelP | L 29
address field of the gateway. You can set %iaﬂ?ﬁ%t Gives
the I P address explicitly or use adomain
name. Contact your VPN administrator or
the IP address of your gateway.

Folicy name: | cisco

e type: | Cisco Unified ... =
G address: | 354.889.678.932 |

Use perdect fonward secrecy I:‘
Use extended authentication

_General Account
Cancel

A BEAE HJ o

5. TaptheUse Perfect Forward Secrecy 7 W %o
checkbox if this feature is required. For %ianw" :ﬁt GiVes
information on Perfect Forward Secrecy

see “Perfect Forward Secrecy” on page 28.
e type: | Cisco Unified ... =

Note: The Extended Authentication XAUTH

Mode option is selected by default and locked " >0 | 334.809.678.932 |
as required by Cisco Unified Client gateways.
When you connect to the gateway, you will be
asked for further authentication, supplied by
your VPN administrator. For information on
Extended Authentication, see” Extended
Authentication” on page 28.

Folicy name: | cisco

Use perdect fonward secrecy
Use extended authentication

_General Account
Cancel

A BEAE HJ o

6. Taponthe Account tab at the bottom of N T
the screen to continue setting up the new B O e s

policy. All the information in thiswindow _MevianvPH Ahout

will be supplied by your VPN Group name:
administrator. Group pasamard:

7. Tap onthe appropriate fields to set the Heername:
Group Name, Group Password and User -
Name. IKE cipher.

Peo suite

S lifetime Ch: {1y

General Accoun]

Cancel

A BEAE HJ o

I
g
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8. TaponlIKE Group and set the Diffie- E i : §
Hellman group. muvi.an::fN ﬂ_.Euut

5= GRP1 DH-7ES

i 1| GRP2_DH-1024
GRPS5_DH-1536
GRP?_ECDH-163
GRPY_ECDH-263

i_GeneraI Accuunti

Cancel
TEAE  EQ o

IFSec =

SA lifetime

9. TaponIKE cipher and set the cipher m
=l

suite.
movianVPH

Group name:
Group pasaword:
User name:
IKE cipher. |3DES_CBC =

IKE hash: | DES_CBC

IPSec suite:

AES128_CBC
AES192_CBC

i_Generallﬂcc AES2E6_CBC

S lifetime Ch:

Cancel
TEg HBHJOD

10. Tap on IKE hash and set the hashing

agorithm. B oMo E
movianVPN Ahout

IKE hash:

IPSec suite:

54 lifetime (h: HA,
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11

12.

13.

Getting Started Providing a policy for your gateway

Tap on | PSec suite and set the IPSec suite E

(see “IPSec Crypto Suite” on page 29 for
more information on this setting).

Adjust the SA Life to set the lifetime of
the security association (see“ SA (Security
Association) Life” on page 29 for more
information on this setting).

To complete the policy, select Back. Your
new policy is complete.

LS

m

G ra

— ESPIP_AES192_MDS-98 | |-

7= ESPIP_AES256_MD5-95 o

|
[_ —l_'l—wj

ESPIP_NULL_MD595 S|
ESPIP_NULL_SHA-96
ESPIP_DES_MULL
ESPIP_DES_MD5-96
ESPIP_DES_SHASR
ESPIP_3DES_NULL
ESPIP_3DES_MDS5-56
ESPIP_3DES_SHA-96
ESPIP_AES128_NULL
ESPIP_AES128 MD5-96
ESPIP_AES128_SHADR
ESPIP_AES192_NULL

ESFIP_AES192_ZHA-SE
ESPIP_AESZE6_MULL

movianVPH Tools ;B.huut

Paolicies:

IKE status:
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Verifying your policy

Getting Started

Verifying your policy

Policy window
checkboxes

28

Once your policy isin place, you may need to review the settings and options.

When you start the movianV PN application, the policy you used in your last
session is loaded by default. To switch to another policy, simply select the policy
in the window.

To edit the policy, tap on movianVPN on the menu bar and select Edit policy.

You will be ableto set or change most of the options you set when you created the
policy. However, depending on your gateway, some features may be permanently
set and locked. These features include the following:

e Perfect Forward Secrecy
« Extended Authentication

Not all settings or modes are available for each type of gateway; if your gateway
does not support afeature it will not appear in the policy screen.

Perfect Forward Secrecy

Perfect Forward Secrecy is a cryptographic characteristic associated with a
derived Shared Secret value. With Perfect Forward Secrecy, if one key is
compromised, previous and subsequent keys are not compromised, because
subsequent keys are not derived from previous keys.

Perfect Forward Secrecy performs the key exchange twice as your handheld
device negotiates with the gateway, using the same key material. A new key is
created for each step of the Internet Key Exchange (IKE), and each new key is not
derived from the previous key. The previous key or the one following are not
compromised even if the current oneis.

To set Perfect Forward Secrecy in your policy, set the PFS option to On in the
movianV PN policy window.

Notethat if Perfect Forward Secrecy isenabled, negotiation of the connection will
take longer.

Extended Authentication

Extended Authentication requires the user to supply an additional password or
another form of additional authentication when you log onto the gateway.
Extended Authentication can be used to require an additional password or a
passcode associated with a tokencard, depending on the type of gateway.
Extended Authentication is always required for some gateways. In those
instances, Extended Authentication is selected and the option is disabled.

Other extended authentication methods

movianV PN also supports Safeword.
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Policy gateway
access settings
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Getting Started Verifying your policy

Each gateway may require specific settings to access the server. These settings are
configured for each policy, depending on the gateway. Not all settings or modes
are available to configure for each specific gateway.

The following may be configured on the client software, depending on your
gateway:

* IKE Crypto Suite

¢ |PSec Crypto Suite

+ SAlLife

Note: Gateway settings should be set or changed as directed by your VPN administrator.

IKE Crypto Suite

IKE (Internet Key Exchange) Crypto Suite configures the preferred protocols for
exchanging keys.

Note: If they must be set or changed, use the settings provided to you by your VPN
administrator.

Group
Group refersto the strength of the key encryption negotiation.
Cipher

Ciphers are used to encrypt the data using Digital Encryption Standard (DES),
3DES, or the Advanced Encryption Algorithm (AES).

Hash

Hash numbers confirm that communicated data has not been changed during
transmission. A hash number is generated for a particular set of data’s
characteristics, and sent a ong with the communication. When the communication
isreceived, the hash number is generated again in the same way, and compared to
thefirst.

IPSec Crypto Suite

I PSec settings are used to encrypt the data. The various settings represent the
strengths of security, 3DES being the strongest while Null represents no
encryption.

Note: |If they must be changed, these settings will be provided to you by your VPN
administrator.

SA (Security Association) Life

A security association describes the security policy negotiated between two
communicating devices (in this case the client device and a gateway). This can
include things such as the session keys and the encryption algorithms.

The security association has alimited lifetime. When a security association
expires, the client device islogged out of the gateway. You must then attempt to
log on to the gateway again to negotiate a new security policy.

29
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Getting Started

You can set the security association lifetime in the policy settings. Note, however,
that if the gateway has a set a shorter lifetime then this takes precedence over the
setting on the client device.
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Running movianVPN

Overview: Running movianVPN

Running movianVPN is a simple process of:

movianVPN User’'s Guide

Logging in to the VPN gateway.
Using applications such as e-mail or the web browser while the movianVPN
connection is established (as you normally would).

Logging out of the VPN gateway.
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Logging in to the gateway Running movianVPN

Logging in to the gateway

When you attempt to login to the VPN gateway, the

following occurs:

¢ movianVPN contacts the gateway

e The gateway prompts you for further
authentication (if extended authentication is
enabled)

« Keysare negotiated and accepted

¢ You arelogged in to the gateway

Contacting the 1. Openthe movianVPN application by tapping

gateway the Applicationsicon at the top right-hand
corner of the screen and selecting movianVPN
in the applications list.

2. TapLogin. movianVPN displays status
messages as it attempts to connect to the

gateway.
Authentication After movianVPN has contacted the gateway,
and Key depending on the gateway you may be asked for
Negotiation further authentication. The type of authentication
requested depends on the gateway and the policy
settings.

If you have multiple internet access points (IAPs)
set up, you may be asked to choose between them.
If requested, enter the password or SecurlD
passcode supplied to you by your VPN
administrator.

32

B oen

movianVPH Tuuls ;B.huut

Paolicies:

nortel

IKE status:

mwlan\fPN Tuuls ;ﬂ.huut

Policies:

norel

IKE status:

cisco

Generating key

Exchanging keys, please wait

Log in
I Eg o q O

Authentication

Passwaord: | password |

112|3(4|5|6|7 90|+
q|w r|t{yluli|o
cap|a|s|d|f|g|h|1|k|||
+ [z][x|c[v[b[n|m].
abofags| 123 & |?|@

ITESe q O

[==]
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Running movianVPN

Logging in to the gateway

When the connection to the gateway has been made, @ m‘%“ﬁ %’%ﬁ:-

amessage appears indicating that the 1PSec tunnel
has been established. At thispoint al the data
between the mobile device and the gateway is
encrypted.

If you experience difficulty while logging into the
gateway, review your policy and connection type
settings. Settings should be as directed by your VPN
administrator. If after checking policy and
connection type settings you are still unable to log
in, contact your gateway administrator or support
team. You may wish to consult “Appendix A:
Troubleshooting and using the Diagnostic Tools’ on

page 37.

movianVPH Tools About

Policies:

{_

norel

IKE status:

Finished
|[KE succeeded

IPSec tunnel is active.

Log out

TEge HJOT
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Running movianVPN

Using movianVPN

Working with
applications

34

Once you have logged in to the gateway, you can
leave movianV PN running in the background and
start your email client or your web browser. All data
to and from your email client, web browser and
VPN servers will be securely encrypted until you
log out again.

To access the web browser, tap on Browser icon at
the top of the screen.

To accessthe e-mail client, tap on the email icon at
the top of the screen.

BHDene

movianVPH Tools About

Policies:

2_

norel

IKE status:

Finished
|[KE succeeded

IPSec tunnel is active.

Log out

TEge HJOT
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Logging out of the gateway

To log out of the gateway:

movianVPN User’s Guide

1

Bring the movianV PN window to the foreground
and tap on L ogout. When the connection has
closed, a message appears indicating that the
tunnel has been removed.

Note: If you power off your device without logging
out you may not be able to login again because your
previous session is still active. Contact your gateway
administrator if thisisthe case.

Logging out of the gateway

BDeHe

movianVPN Tools About

Policies:

c_

nartel

IKE status:

Logging off ...

You have logged off
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Appendix A:
Troubleshooting and using the
Diagnostic Tools

Troubleshooting

movianVPN User’'s Guide

While logging into the gateway, you may see alogin failure message. If you
experience login failure, the most likely cause is an incorrect policy setting,
Review your policy and connection settings again. The settings should be as
specified by your VPN administrator.

You should also bear the following in mind:

« If movianVPN cannot negotiate a connection to the gateway athough the
settings appear correct, check that the group name, group password and user
name do not have a trailing space after the entry.

» If your dial-up connection is normally made from a particular location, such as
home or from the office, you may or may not be required to include a9 or
make other changes in the dialing number. See your Sony Ericsson P800
device documentation to find out how to change your Internet settings.

e Poor cellular coverage could also have an effect on your connection.

e |If your settings are correct but you cannot connect to your gateway, the
gateway may be down or inaccessible for some reason. Contact your gateway
administrator.
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Using the diagnostic tools

If you are having trouble with your VPN connection, you can try running the
movianV PN diagnostic tools.

Ping You can use the Ping utility to test your network connection.

1. Tousethe Ping utility, select Tools on the
menu bar, then Ping.

2. Enter the IP address of the computer you =
wish to contact. movianVPN will attemptto ~ Folicies:
verify the accessibility of that machine and o

nare

report on the results B

[E status:
Finished

Host: | |

| Cancel | | Ping |
TEAEL O J O

View IPSec Status  The IPSec status can be used to confirm that atunnel is working. It also provides
information on the handheld device and the gateway.

1. Toview the|PSec status, select Toolson the e

menu bar, then | PSec status. m - e N o

Gateway IP: 207 .176.221
Our public IP: 205.151.10.
Qur private IP: 10.5.1.200
Nat port: 10000
Split tunnel: enahled
Crypto suite: ESPIP _3DE
Primary DNS: 10.5.1.12
Secondary DNS:  10.5.1.12
SA lifetime: 10800

<& 4
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Appendix A: Troubleshooting and using the Diagnostic Tools Using the diagnostic tools

The IPSec status tool provides the following information:

Field Information

Gateway |P VPN gateway server |P address.

Our Public IP | P address supplied by ISP,

Our Private IP I P address within the VPN.

NAT Port Statesif NAT (Network Address Translation) is enabled.
Split Tunnel States if split tunneling is enabled.

Crypto Suite Cryptographic suite being used in the connection.
Primary DNS | P address of the primary DNS server.

Secondary DNS IP address of the secondary DNS server.

SA lifetime Security association lifetime (seconds).

Split Tunneling

Split tunneling allows you to use both the internet and the corporate internet at the
same time. When split tunneling is enabled, all packets sent to or from the VPN and its
identified subnets are encrypted; packets directed outside the VPN are not encrypted,
and go directly through the I SP to the internet.

When split tunneling is disabled, all packets are encrypted. If the packet is not to or
from an identified address on the VPN, it is dropped from communication.

Network Address Translation

NAT (Network Address Trandation) is agateway technology that allows IP packetsto
be transmitted between two networks which use different addressing schemes. NAT
allows the two networks (or subnetworks) to communicate with each other without
any conflicts by resolving the destination address of an incoming I P packet. This
involves modifying the header of the IP packet. However, since it modifies the packet
header, it cannot be used with |PSec because the latter encrypts al the traffic.
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View IPSec Policy ~ The IPSec policy shows where the data has been encrypted (between which IP
addresses).

1. Inthe movianVPN menu bar, select Tools,

then | PSec policy. E w
2. ThelPSec policy window shows where the _

datawas encrypted: Apply indicatesthat the = FPolicies:
data was encrypted between the two
addresses; Bypass indicates that it was not

encrypted. IPSec policy
205.151.1088/1... <= 10.5
205.151.10.88/... <> 105
& >
TEge BEJOh
View IKE Log The IKE log displays the negotiations that occurred between the movianVPN client

and the VPN gateway.

1. Toview thelKE log, select Tools on the Wi o
menu bar, then IKE log. E 5 0 &

2. ThelKE log displays status messages about  RTT{AFeH
the connection with the gateway. To close
the window, press OK. Negotiating Tunnel (i

Initiating Aggressive Mode
Waiting for AM reply
Processing Aggressive Mod
Phase 1 finished

Initiating Quick Mode

No matching SA found =
& V4

rEE O B oL
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Connection If you are having trouble getting areply from your VPN gateway or ISP mobile
(socket) options connection, you could try adjusting the socket settings.

1. InthemovianVPN menu bar, tap on Tools, B iz
then select then Preferences. E ﬁ«'

2.  ThePreferences window appears. It -
contains the Socket retries and Socket Folicies:
timeout items. Socket retriesoption setsthe

number of timesmovianV PN will attempt to il

connect. Socket timeout option setsthetime _
the system will alow before considering
each attempt to be afailure.

[I<E status:
3. Changethe Socket retries and Socket
4. Select Doneto close the Preferences S -ﬁ
=

window.

socket tirmeout (=) EI

| Cancel | | Done |

i EE @ Jd O
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42

movianVPN User’s Guide



Authentication

Cipher

Client software

Confidentiality

Digital signatures

DNS
Domain Name
System

Encryption
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Appendix B:
Glossary of Terms

Authentication refers to the verification of the identity of communicating parties.

Ciphers are algorithms or mathematical functions used to encrypt data.
movianVPN uses Digital Encryption Standard (DES) or 3DES, where the
encryption is performed three times.

Client software is the software installed on your handheld device. It
communicates with the software installed on your gateway server.

Confidentiality is the need to restrict access to information to people with the
appropriate authorization. This need is typically addressed by encryption, which
restricts access to information to people possessing the correct key.

Digital signatures provide aform of authentication, confirming the identity of
communicating parties and acting as alegally binding signature.

Domain Name System (DNS) settings are used to identify particular computers or
parts of the network.

Encryption is the process of converting atext or other communication into a
coded format which cannot be read by other parties unless decrypted. Encryption
and decryption relies on shared keys.
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Extended
Authentication

Gateway

Hash Numbers

IKE
Internet Key
Exchange protocol

IPSec

ISP
Internet Service
Provider

Key
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Appendix B: Glossary of Terms

Extended Authentication (XAUTH) insertsanew level of security inthe middle of the
IKE (Internet Key Exchange), after the device authentication. A prompt asking for the
User Name and Password or another form of additional authentication appears when
you log onto the gateway.

If you answer the prompt correctly, the second security set-up phase continues.
Extended Authentication can be used to require an additional password or code,
depending on the type of gateway.

A gateway isthe server which recognizes and authenticates a user attempting to access
aVPN.

Hash numbers confirm that communicated data has not been changed during
transmission. A hash number is generated for a particular set of data's characteristics,
and sent along with the communication. When the communication is received, the
hash number is generated again in the same way, and the results compared to the
original hash number.

Part of the IPSec protocol, allows communicating parties to negotiate methods of
secure communi cation—such as how the parties will authenticate themselves initially,
which hash functions will be used to confirm dataintegrity, or which forms of
encryption will be used.

Developed by the Internet Engineering Task Force (IETF), IPSec protocol isa
framework of open standards that provides flexible network security, providing
confidentiality, data integrity, and data source verification for any application using
the network. A protocol is a series of clearly-defined, agreed upon steps that are
followed by all partiesin an interaction.

A company providing dial-up connections to access the Internet.

A key isused to encrypt and decrypt acommunication so that it cannot be read by any
parties except the sender and intended receiver.
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Perfect Forward
Secrecy

PDA
Personal Digital
Assistant

Policy

SA

Security
Association

Split Tunnelling

Tunnel

VPN
Virtual Private
Network
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Appendix B: Glossary of Terms

Perfect Forward Secrecy is designed to keep previous traffic locked in the past. Thisis
accomplished by executing the key exchange twice, using the same key material.
Using Perfect Forward Secrecy prevents the compromise of the secret keys.

Perfect Forward Secrecy creates new keys for each step of the Internet Key Exchange
(IKE). Negotiation of the connection will take longer.

Personal Digital Assistants (PDAS) are handheld personal computing devices.

A policy contains the settings used by movianVPN to contact and negotiate access to
aVPN. The policy includes information on making a connection; negotiating
authentication and key exchange; and encryption protocols.

A limited-lifetime statement of the negotiated security policies between the
communicating devices, such as session keys and agreed encryption algorithms. SA
Lifetime provides an automatic time-out from a session with a gateway.

Split tunneling is a method used by the VPN server to decide which traffic to send
through an encrypted tunnel. Traffic sent to or from the VPN is encrypted, while other
traffic goes directly through the ISP to or from the internet. Split tunneling secures
sensitive VPN traffic, while allowing less sensitive materia to flow normally.

When you select Split Tunneling, packets of data headed to inside the VPN will still
be encrypted and forwarded. Packets that are not directed to inside the VPN will not
be encrypted, nor isthe reply.

A tunndl iscreated to securely send encrypted information directly from one computer
to another.

A Virtual Private Network or VPN is used to provide secure, encrypted
communication between specific computers on awider network.
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Appendix C:
Information worksheet

Information required for client configuration

movianVPN User’'s Guide

The following information will be required as you create the policy for the

gateway. The information must be entered in afield, selected from a pull-down
list, or selected/deselected using checkboxes.

Not all fields will apply for your specific gateway.
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Information required for creating a policyAppendix C: Information worksheet

Information required for creating a policy
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Field, Checkbox or Button

Required

Information/Action

Policy Name

Gateway Type (Please select one)

Gateway IP Address

Perfect Forward Secrecy

Extended Authentication (Nortel
gateway only)

Group:
IKE Suite Cipher:

Hash:
Group Name

Group Password

User Name

User Password

User Passcode (SecurlID)

IPSec Suite
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authentication, 4

key, 6
logging in, 30

C

Cipher (IKE Crypto Suite), 27
Cisco Unity with Cisco 3000 v3.0 gateway, 22
Cisco VPN Concentrator 3000 gateway
policy, 15
Unity policy, 22
connection options
socket retries, 36
socket timeout, 36
connections
supported, 7

D

devices
handheld and wireless, 4
supported, 7

diagnostic tools
accessing, 34

E
encryption, 4, 6
key, 6
evaluation licenses, 11
expiration, 11
Extended Authentication, 25
extranet VPN, 3
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G

gateway
access, 6
authentication and key negotiation, 30
contacting, 30
Extended Authentication, 25
logging in, 30, 33
authentication, 30
key negotiation, 30
troubleshooting, 33
logging out, 32
Perfect Forward Secrecy, 25
policy
creating, 14
verifying, 25
policy information required, 14
settings
DNS, 27
Extended Authentication, 25
IKE Crypto Suite, 27
IPSec Crypto Suite, 27, 28
Network Properties, 27
Perfect Forward Secrecy, 25
troubleshooting log in, 33
gateway access settings, 27
gateway server
access, 6
gateway servers, 3
gateways
Cisco Unity with the Cisco 3000 v3.0, 22
Cisco VPN Concentrator 3000, 15, 22
Nortel Contivity Series, 18
supported by movianVPN, 7
using, 31
getting started, 13
Group (IKE Crypto Suite), 27



H

handheld devices

connectingto VPN, 4

Hash (IKE Crypto Suite), 27
Hash numbers, 27
hash numbers, 27

IKE Crypto Suite, 27

Cipher, 27
Group, 27
Hash, 27

installation

overview, 9
uninstalling, 12

interoperability, 7
intranet VPN, 3
IPSec, 4

communication process, 6

IPSec Crypto Suite, 28

K

keys

L

authentication, 6

encryption, 6

exchange protocols, 27

IKE Crypto Suite, 27
negotiation when logging in, 30

licensing movianVPN, 11

checking license type, 11
evaluation versions, 11

logging in
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authentication, 30
contacting the gateway, 30

key negotiation, 30
troubleshooting, 33
logging out, 32

M

minimizing the movianVPN window, 31

moivanVPN
system requirements, 9
movianVPN, 6

accessing VPN servers, 31
client software, 6
creating policies, 14
diagnostic tools, 34
installing, 9
interoperability, 7
licensing, 11
logging in to gateway, 30
logging out, 32
overview, 1
policies, 6, 14
running, 29
system requirements, 9
technical support, 10
uninstalling, 12
updates, 11
using the gateway, 31
version number, 10
window

minimizing, 31

N

Nortel Contivity Series gateway, 18

policy, 18

0

overview
getting started, 13
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installation, 9 T
movianVPN, 1
running movianVPN, 29

troubleshooting
logging in to gateway, 33
using diagnostic tools, 34

p tunneling, 3, 4
Perfect Forward Secrecy, 25
key, 25 U
policies, 6 uninstalling movianVPN, 12
creatl r.lg, 14 S updating movianVPN, 11
Cisco Unity with Cisco 3000 v3.0, 22
Cisco VPN Concentrator 3000, 15, 22
Nortel Contivity Series, 18
editing v
access settings, 27 version number, 10
Extended Authentication, 25 Virtual Private Network. see VPN
information required, 14 VPN, 3
reviewing, 25 gateway access, 6
settings, 27 gateway servers, 3
Extended Authentication, 25 intranet, 3
IKE Crypto Suit_e, 27 logging in, 30
IPSec Crypto Suite, 28 !
Perfect Forward Secrecy, 25 overview, 3
verifying, 25 tunneling, 3, 4
using, 3
wireless and handheld devices, 4
R VPN servers
remote access VPN, 3 accessing, 31
VPNs
accessing, 6
S extranet, 3
forms, 3

servers
. gateway servers, 6
accessing VPN, 31
remote access, 3
gateway, 3, 6
Socket Retries, 36
Socket Timeout, 36 W

system requirements, 9 . )
wireless devices

connecting to VPN, 4
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